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Professional Summary
– Cybersecurity professional with hands-on experience in penetration testing, vulnerability assessment, and net-

work security using tools such as Burp Suite, Nmap, Nessus, Metasploit, and Wireshark. Experienced in leading
offensive security assessments, including SQL injection and ARP poisoning, with a strong background in cloud
engineering and full-stack web development. Currently working as a Penetration Tester at Yumaj Technologies,
contributing to real-world cybersecurity projects.

Education

–Bachelor of Science in (Computer Science) 2020-24
Capital University of Science and Technology CGPA: 3.60

Experience

–Yumaj Technologies Feb 2025 – Present
Islamabad, Pakistan Team Lead Penetration tester

∗ Penetration Tester Full time(Oct 2025 – Present ): Oversaw end-to-end offensive security operations,
executing vulnerability assessments and penetration tests on web, mobile, and network systems with industry-
standard tools and Python-based LLM testing scripts.

∗ Penetration Tester Part time (Feb 2025 – October 2025):Led and managed a penetration testing
team while conducting security assessments on websites, mobile apps, and networks using tools like Burp Suite,
Python for LLM penetration testing, Nmap, Wireshark, and SQLMap.

–Capital University of Science and Technology Mar 2025 – October 2025
Islamabad, Pakistan Cybersecurity Expert

∗ Cyber Security Industry-Led Course (Mar 2025 – Jul 2025): Managed curriculum and lab sessions,
conducted hands-on training, and guided faculty members on best practices in cybersecurity education.

∗ CUST Cyber Security Internship Program (Jul 2025 – Sep 2025): Supervised and managed intern-
ship students and faculty, facilitated practical labs, coordinated project activities, and provided mentorship to
support both technical and professional skill development in cybersecurity.

–Huawei Technology Nov 2024 – Fan 2025
Islamabad, Pakistan Cloud Engineer

∗ Maintained Huawei Cloud infrastructure and supported related operations, ensuring smooth performance and
reliability.

–IYRIX Technologies Sep 2023 – Nov 2024
Islamabad, Pakistan Penetration Tester

∗ Led and managed a penetration testing team while conducting security assessments on websites, mobile apps,
and networks using tools like Burp Suite, Python for LLM penetration testing, Nmap, Wireshark, and SQLMap.

–CyberXstudio Jul 2023 – Sep 2023
Islamabad, Pakistan Web Developer

∗ Researched SEO (backlinks and on-page optimization) for 2 weeks and developed a full-stack web application
(React.js frontend, Node.js backend) in the remaining 4 weeks.

–IYRIX Technologies Oct 2020 – Jul 2023
Islamabad, Pakistan Junior Penetration Tester

∗ Performed penetration testing on websites, mobile applications, and network ports using Burp Suite, Nmap,
Wireshark, SQLMap, and WFuzz. Identified vulnerabilities and simulated real-world threats to improve overall
security posture.

Awards
∗ 2024 Dean’s Honor: GPA 3.90
∗ 2024 Dean’s Honor: GPA 3.88
∗ 2023 Dean’s Honor: GPA 3.90
∗ 2022 Dean’s Honor: GPA 3.78
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Certifications
∗ Tryhackme Jr Penetration Tester Certificate
∗ CompTIA Cybersecurity Analyst (CySA+) CS0-003
∗ Tryhackme Web Application Pentesting Certificate
∗ Certified Blue Team Practitioner (CBTP)
∗ Tryhackme Offensive Pentesting Certificate
∗ Fortinet Certified Fundamentals Cybersecurity
∗ Certified Ethical Hacker (CEH)
∗ IBM Cybersecurity Analyst
∗ Practical Cybersecurity Fundamentals
∗ Google Cyber Security
∗ IBM Ethical Hacking with Open Source Tools
∗ Microsoft Cybersecurity Analyst
∗ Microsoft Azure Security Engineer Associate (AZ-500)
∗ IBM Cybersecurity Specialist Professional
∗ Fortinet Network Security
∗ Certified Network Security Practitioner (CNSP)
∗ Google Network Security
∗ Google Cloud Cyber Security
∗ IBM and ISC2 Cybersecurity Specialist
∗ Certified Cloud Security Professional (CCSP)
∗ Google Advanced Data Analytics
∗ Cisco Learning and Certifications in Network Automation Engineering
∗ EC-Council Cybersecurity Attack and Defense Fundamentals
∗ Infosec OWASP Top 10 - 2021
∗ Splunk Search Expert
∗ Certified Computer Forensics Analyst (CCFA)
∗ Certified Business Analysis Professional™ (CBAP®)
∗ Google Project Management
∗ Inspired Leadership
∗ Leading: Human Resource Management and Leadership
∗ ISTQB Usability Tester Certification Preparation
∗ Leading: Human Resource Management and Leadership
∗ Leading with Impact: Psychology, Diversity, and Change
∗ Scrum Master (PSM I) Certification Preparation
∗ Workplace Psychological Health and Safety
∗ ISTQB Technical Test Analyst Preparation
∗ Scrum Master (PSM I) Certification Preparation
∗ HRCI Human Resource Associate
∗ IBM IT Project Manager
∗ Scrum Master (PSM I) Certification Preparation
∗ IBM Project Manager
∗ CAPM® Exam Preparation Course

Projects Showcase
•Wireless Security Wifite Manual Wireless Security

•Andriod-Penetration-Testing-and-Forensics Andriod-Penetration-Testing-and-Forensics Report

•ARP Poisoning with Bettercap ARP Poisoning Report

•Website Penetration Testing Using Burpsuite Burpsuite Report

•Cross Site Scripting Using Beef Report

•SIEM using Splunk Splunk Report

•Network Analysis Wireshark Wireshark Report

•For more projects, please visit my GitHub MoeezJavedMJ
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