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Hasnain Saeed

Date of birth: 21/09/1996 | Nationality: Pakistani | Gender: Male | Phone number:

(+92) 3370858126 (Mobile) | Email address: saeedhasnain921@gmail.com | Linkedin:

https://www.linkedin.com/in/hasnain-saeed-a6401b225/ |
WhatsApp Messenger: +923370858126 | Address: Islamabad, Pakistan (Home)

o ABOUT ME

Aspiring Cybersecurity Professional with a strong foundation in penetration testing and SOC operations. Skilled in
identifying and mitigating web vulnerabilities and network security threats. Proficient in using tools like Burp Suite,
Metasploit, Nessus, and Wireshark for security assessments and incident response. Experienced in vulnerability
assessments, security monitoring, and incident detection.

» PROJECTS

Penetration Testing with OWASP Mutillidae 2

Explored SQL Injection, XSS Scripting, Brute Force Attacks, DNS Lookups, and HTML Injection.
Tools Used: Burp Suite, SQLMap
Goal: Simulated real-world attack scenarios to uncover vulnerabilities in web applications.

Link https://drive.google.com/file/d/1Zingbs]EP-gMT5gmNv2gtV-gYXi-8 GMI/view?usp=sharin

Exploitation of Metasploitable 3 Services

Explored FTP (Port 21), SSH (Port 22), Drupal vulnerabilities, and PHPMyAdmin exploits.
Simulated SSH brute-forcing using Hydra and utilized Metasploit Framework to gain access.

Link https://drive.google.com/file/d/11_E2rYjWjGd2uH-dvmlqY4g7Z79TVzhfN/view

CTF - West Wild 2.0 Machine

Conducted network scanning and enumerated services using Nmap and Burp Suite.
Exploited misconfigurations and escalated privileges using Metasploit and advanced techniques.

Link https://drive.google.com/file/d/1Ba_AVE9CYAUp512HTX8G_B9-zd9YnUfT/view

o EDUCATION AND TRAINING

15/12/2019 - 15/12/2023 Islamabad, Pakistan
BACHELOR OF SCIENCE IN COMPUTER SCIENCE Igra University Islamabad

Islamabad, Pakistan
CERTIFIED ETHICAL HACKER (CEH) NAVTECH

Islamabad, Pakistan
ETHICAL HACKING: FOOTPRINTING AND RECONNAISSANCE LinkedIn Learning

Islamabad, Pakistan
ETHICAL HACKING: INTRODUCTION TO ETHICAL HACKING LinkedIn Learning

o CORE SKILLS

Penetration Testing & Vulnerability Assessment
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Skilled in identifying and exploiting web application and network vulnerabilities using tools like Burp Suite, Metasploit
Framework, SQLMap, Nessus, and Hydra.

Reconnaissance & Information Gathering

Proficient in passive and active reconnaissance techniques, DNS lookups, and service enumeration using tools like
Nmap and Wireshark.

Web Application Security

Experienced in testing and exploiting common web vulnerabilities such as SQL Injection (SQLi), Cross-Site Scripting
(XSS), and HTML Injection, targeting systems running on Windows and Linux platforms.

Exploit Development & Privilege Escalation

Skilled in crafting exploits for services like FTP, SSH, and Drupal while utilizing advanced post-exploitation techniques in
CTF scenarios.

System & Network Administration

Familiar with system hardening, firewall configurations, and patch management on Windows/Linux environments.

Problem-Solving & Analytical Skills

Strong aptitude for diagnosing vulnerabilities, analyzing risk impacts, and proposing remediation measures effectively.

Technical Tools Proficiency

Hands-on expertise with Kali Linux, Nessus Essentials, Burp Suite Pro, Hydra, Splunk, Wazuh and related tools for
auditing and securing IT environments.
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