= CONTACT NOMAN AHMED KHAN
+923360560051 http://www.linkedin.com/in/Noman-Ahmed-Khan-0118022a9
+923469027675

= EMAIL

nomanahmedkhan7788@gmail.com

= ADDRESS

University road, Peshawar

> CAREER SUMMARY

| am having Bachelor's degree in COMPUTER SCIENCE, and Certified as CCNP ENTERPRISE, With over 3
years experience and passionate Network and Computer Engineer with a proven track record of
success in designing, implementing and maintaining complex network systems. Expertise in network
protocols, security and troubleshooting. Eager to contribute technical expertise and problem-solving
skills to a dynamic and innovative team.

> PROFESSIONAL CERTIFICATION
e CISCO CERTIFIED SPECIALIST - ENTERPRISE CCNP ANCHOR \/

(&)

> PROFESSIONAL TRAINING
e Cisco Certified Network Professional CCNP (R&S| Security)
e Cisco Certified Network Associate CCNA (R&S]| Security)
e ASA | FORTIGATE | PALO ALTO FIREWALL
e OFFICE-365
e MCSE (Microsoft Certified System Engineer)
e MPLS | SD-WAN

> TECHNICAL SKILLS

NETWORKING ROUTING SWITCHING CCTV
OSl Model Static Route | Default Route VLAN | Private VLAN NVR|XVR
TCP | IP Floating Static Route Trunk | DTP | VTP DVR|SMPS
FTP | TFTP RIPv1 | RIPV2 Spanning Tree BNC|RJ45
TELNET | SSH OSPF | EIGRP | BGP PVST| RPVST| MSTP | PVTS+ VGA
DHCP PBR | VRF SPAN | Remote SPAN

DHCP Relay Agent

HTTP|HTTPS

SYS-Log | SNMP

DHCP Snooping

HSRP | VRRP | GLBP

ACL | Port Security | MLS



> SECURITY

NETWORK SECURITY FIREWALL NETWORKING
ACL | Time ACL Cisco ASA IP-sec VPN | GRE Tunnel
NAT | PAT FORTIGATE Site-To-Site VPN
MAC Address | Port Security Palo Alto DM-VPN | Remote VPN

> SYSTEM SITE

DNS (Domain Name System)

Active Directory | Active Directory Domain Services
DHCP | Window Server Backup

Basic and Dynamic Disk | FAT32 — NTFs — ReFs
Window Deployment Services (WDS)

WEB Server

> PROFESSIONAL EXPERIENCE

= Network & IT/Desktop-Support Engineer at CORELINK’s IT Solutions

Peshawar, Pakistan August 2022 and still.

,"
CQRELinks
Working as Network Engineer in 5 members of IT infrastructure team. o
Reporting to Network team manager.

Implementing troubleshooting and configuring like DNS, Security, IP Routing, HTTP, VPN, etc,
and facilitating queries of customer staff in the field of Routing Switching and service providers.
Maintain a thorough understanding of the basics behind the Internet and its working.
Responding to inquiries from staff, administrators, service providers etc, and provide technical
Assistance and support

Implementing and managing Cisco routers (ISR-3945 | 1700-2600 XM | 2800-3600-7200-7600)
series with Internet protocol, NAT and ACL

Configuring implementing and troubleshooting skill on trunking protocol, Vlans, Private Vlan’s,
VTP, STP & Port security. Creation of Layer-2 & layer-3 Ether channels.

Design, setup and configure complex switching environments and IP cameras.

Providing support, including procedural documentation and relevant reports.

Network and Software Troubleshoot in LAN & WAN.

Provide Level-2/3 support and troubleshooting to resolve issues.

Wireless Network Configuration, Installation and Deployment.

Errors Handling in Software, Networks, Printers and Network devices.

Active Directory and Server Cluster DHCP, DNS Web Services and Network Load Balancing.
Devices Installation and deployment different vendor’s switches & WIFI Routers.



= Network Support Engineer at GLOWMAC International Pvt, 1St

March 2022 to August 2022

Installation, configuration and Networking of Routers and Switches.

Configuring different Routing Protocols (EIGRP | OSPF | BGP).

Designed Virtual Private Network (VPN) site to site and remote access solutions.
Maintenance and management of security devices.

Manage connectivity & Infrastructure.

DHCP/Active Directory knowledge.

Network Trouble shouting.

Working on different technologies like Cisco, VMware, Microsoft, Fortinet and Palo Alto.

> HARDWARE

Cisco Catalyst Switches Core 6506E| Nexus 5548-2960| POE 4500-4900-5500| ME3400-3600
Cisco Routers ISR-3945 | 1700-2600 XM | 2800-3600-7200-7600

Cisco ASA 5505| 5520| 5540

FORTIGATE FG-1800F| FG-2600F| FG-3000F

Access-Point AIR-CAP16021

Cisco WLC 2504

> ACADEMIC QUALIFICATION

= Bachelors in Computer Science, Session 2020-21 Gomal University, Dera Ismail
Khan/KPK-Pakistan

= DIT, Khyber Pakhtunkhwa Trade Testing Board, KPK-Pakistan

> LANGUAGES

English | Urdu | Pashto | Saraiki | Panjabi

> PROFESSIONAL REFERENCES

IMIUHAMMAD USMAN (IT Specialist & Network Engineer at Corelinks, Peshawar)

+923417438216

KASHIF ALI (Inside Solution Architect at Zones)

+923469307175



